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1. Introduction

IAB Australia is the industry body for digital advertising in Australia. We bring together members from
across the digital advertising supply chain including publishers, ad tech providers, platforms and
agencies to share knowledge and insights to support policy making.

IAB Australia is one of 47 IAB offices globally, committed to supporting the digital advertising industry
and pioneering global solutions and technical standards that promote trust and improve ad
experiences for consumers, advertisers and publishers.

IAB Australia has a local member base of approximately 180 organisations, including media owners,
platforms, media agencies, advertising technology companies and marketers. The Board includes
representatives from Carsales, Domain, Google, Guardian News & Media, Meta, News Corp
Australia, Nine Entertainment, REA Group, Seven West Media and Yahoo.

The Australian digital advertising industry makes a substantial contribution to the Australian economy,
generating $17.3 billion in FY25.! The direct and flow-on contribution to Australia’s national income
(as measured by GDP) is much greater, comprising more than 4% of GDP ($94 billion) in 2021.2 This
number is likely now to be even higher, as investment in the digital advertising market grew by 26%
from 2021 to 2024.

A productive Australian economy must include sustainable and growth focused regulatory settings
for digital advertising, to support the provision of free, ad-supported access to content and services
for the benefit of all Australians.

We welcome the opportunity to respond to the Productivity Commission’s Interim Report into
Harnessing Data and Digital Technology (Report) and thank the Commission for its engagement in the
issues canvassed in the Report. The Report canvasses a broad range of issues, but this submission is
limited to discussion of privacy issues that affect the digital advertising industry.

IAB Australia would be happy to assist the Commission further as required.

L|AB Australia Internet Advertising Revenue Report (prepared by PwC), August 2025.
2 pwC report - Ad’ing value: The impact of digital advertising on the Australian economy and society (Nov

2022) - See https://iabaustralia.com.au/resource/ading-value-impact-of-digital-advertising-on-the-australian-economy-
society/#:~:text=Australia's%20digital%20advertising%20industry%20plays,and%20supporting%200over%20450%2C000%20jobs.
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2. Key IAB Recommendations

Existing regulatory structures should be used, where possible, to address any risks posed by Al.
Much of the regulation that currently applies to digital advertising need not be changed to
accommodate new technologies, particularly when Al is already widely used within the advertising
industry.

Regulatory solutions should be technology neutral where possible. Regulatory certainty underpins
productivity, innovation, growth, investment and consumer empowerment. Principles based
regulation that can be applied to new technologies is the most efficient, agile and predictable
mechanism through which to regulate data and digital technology.

Gaps in the existing framework should be identified before further regulatory layers are added.
Multi-layered regulatory structures are frequently confusing for consumers and overly burdensome
for business. A streamlined regulatory framework will be more user friendly, which in turn should
enhance understanding, compliance and trust.

More flexible and lower cost regulatory pathways should be established around data access for
the purpose of digital advertising. A healthy digital advertising industry creates jobs, supports
content creation, provides free access to content and services for consumers, powers innovation
and supports small businesses.

IAB Australia supports an outcomes based approach to privacy but cautions that any dual track
approach must not impose an additional layer of regulation. The dual tracks must be framed as
discrete, alternative options to prevent the outcomes based option from becoming an additional
burden on regulated entities.

Stakeholders should be consulted before the detail of an outcomes based approach is
determined. IAB Australia has some concerns regarding the Commission’s proposals. In particular,
it is unclear how a ‘best interests’ obligation would work and whether it would be accompanied by
legitimate interest exceptions. Further, any model where the outcomes based approach operates
only as a defence could lead to an unworkably complex regulatory process.

Government should take a balanced approach rather than prioritising privacy above all other
considerations. IAB Australia cautions that any approach that involves the prioritisation of privacy
above all other considerations is unlikely to be the best approach, particularly in lower risk
situations. It could have a chilling effect on innovation and consumer experience, potentially
undermining free advertising supported business models.

A right to erasure should not be implemented. At a minimum, if a right to erasure is introduced, it
should be subject to exemptions where it is not legally, operationally or technically feasible and
where requests may not be genuine or may lead to an abuse of process.

Government should conduct a thorough cost benefit analysis before implementing reforms to
privacy regulation. The Report appears to assume that an outcomes based solution will be more
cost effective. This is by no means inevitable but will depend on the detail of the proposed
framework. Compliance with any proposed privacy solution must be properly costed before it is
finalised.




3. Digital Advertising, Privacy and Productivity

Data is at the heart of IAB members’ businesses and is key to their relationships with consumers. We
support a modernised privacy framework that is fit for purpose and meets consumers’ expectations —
protecting their privacy and enabling them to engage productively in the digital economy.

Critically, we see the dual goals of safeguarding consumers, while enabling businesses to innovate and
grow, as fundamentally compatible:

The ad-supported digital ecosystem is central to modern society. In June 2024, 98% of Australians
had internet access at home and 99% of Australians had used at least one device to go online in
the past 6 months in 2024 — up from 90% in 2019.3

The digital advertising ecosystem provides significant value to consumers, the economy and
society more broadly. In 2021, the industry:

> contributed $94 billion to GDP (>4% of GDP) and supported 450,000 jobs (3% of jobs, 24,600
jobs directly), with SMEs receiving 61% of the sector’s benefits.

> contributed $55.5 billion in total consumer benefits, including $8.8 billion in access to ad-
supported digital content and services.*

Consumers highly value the free content and services that they receive. Importantly, ad-
supported online content and services are most important to lower-income consumers. PwC
found that for consumers on annual incomes below $50,000, the value they attribute to content
and services that are currently free was roughly double that of consumers with annual incomes
over $80,000.

Consumers benefit from savings in transaction costs, including:

» $14.7 billion in decreased prices for goods and services due to increased competition
between suppliers;

» $5.9 billion for the use of free educational services online; and

» 25 minutes per transaction by accessing ad-supported digital content and services before they
purchase.’

The ad-supported online ecosystem provides significant benefits to society more broadly. It
connects communities, supports democracy through access to news content as well as providing
increased access to job opportunities, education, financial information, entertainment and second
hand marketplaces. PwC found that 78% indicated that digital content and services enabled them
to more easily stay in contact with friends and family. In regional areas, this was as high as 81%.

Online advertising supports Australian businesses, particularly SMEs. For businesses, online
advertising provides an easy access route to support economic growth and productivity. This is
particularly important for SMEs, with 44% of digital advertising coming from the SME sector.®
These businesses can now reach domestic and international consumers much more easily and at
a relatively lower access cost.

3 ACMA research - Communications and media in Australia series: How we use the internet, December

2024.

4 PwC report - Ad’ing value: The impact of digital advertising on the Australian economy and society (Nov

2022) (PwC report).

> PwC Report.
6 PwC Report.



4. Regulatory frameworks and Al

IAB Recommendation 1. Existing regulatory structures should be used, where possible, to address
any risks posed by Al. Much of the regulation that currently applies to digital advertising need not
be changed to accommodate new technologies, particularly when Al is already widely used within
the advertising industry.

IAB Recommendation 2. Regulatory solutions should be technology neutral where possible.
Regulatory certainty underpins productivity, innovation, growth, investment and consumer
empowerment. Principles based regulation that can be applied to new technologies is the most
efficient, agile and predictable mechanism through which to regulate data and digital technology.

IAB Recommendation 3. Gaps in the existing framework should be identified before further
regulatory layers are added. Multi-layered regulatory structures are frequently confusing for
consumers and overly burdensome for business. A streamlined regulatory framework will be
more user friendly, which in turn should enhance understanding, compliance and trust.

4.1 Al 'is already widely used in the digital advertising industry

The Report describes Al as ‘machine systems that perform tasks typically requiring human intelligence,
such as learning, reasoning, decision-making ... Al models can infer how to generate outputs from
inputs often with minimal human oversight’.

While the heightened public focus on Al is relatively recent, there are already numerous technologies
being used in the digital advertising industry that would fall within the Commission’s definition of Al.
In IAB’s view, automated technologies used in a digital advertising context would fall into a ‘minimal
risk’ category and should not be subject to additional regulatory burden.

Machine learning is already integrated into many aspects of the online advertising industry. It is used
in many everyday tools that increase productivity for businesses and which consumers have come to
rely on to make their lives safer, more enjoyable and to save money or time.

For example:
(i) Data driven buying automation and programmatic advertising

Automatic trading of advertising spots has been commonplace since the mid-2010s, known as
‘programmatic’ advertising.

The group of ad tech technologies that enable this buying automation to occur enable transactions to
occur in seconds and can be used to manage entire digital advertising campaigns. Ad tech technologies
connect buyers and sellers of advertising and perform transactions, delivery and measurement
functions across digital channels.

These advertising technologies use machine learning to:

o make predictions about consumer behaviour and purchasing patterns based on data inputs,
for example, to determine when a user is most likely to see a particular ad and engage with it;
and

e make automated decisions about the most effective delivery and placement of ads, based on
those predictions.

(ii) Measurement of ad effectiveness, analytics and insights



Measuring the effectiveness of advertising is fundamentally important to the industry. It is a form of
quality assurance, providing confidence to advertisers and ensuring publishers and platforms are
accountable in relation to the inventory they publish.

Modern measurement techniques rely on machine learning to use data points collected in relation to
users’ engagement with online ads, estimate the impact of an ad on a user based on available data,
and predict the most effective use of marketing budgets.” Current measurement techniques include:

o Market-mixed modelling: uses machine learning models to statistically analyse and estimate
historical data inputs to predict how to effectively invest in future marketing activities. This
requires sufficient data inputs for the outputs/predictions to be effective;

e Attribution techniques: based on third party identifiers that can recognise a user to provide
more personalised experience, as well as track a user’s online activity to measure
effectiveness. These techniques can use machine learning to automate the process of defining
a user’s activity. These techniques are expected to become largely redundant if browsers no
longer enable third party cookies.

(iii) Preventing ad fraud

Machine learning models have a critical role to play in preventing fraud, including ad fraud, which can
damage brand reputation, harm consumers and lead to lower effectiveness of ad campaigns for
businesses.

Ad fraud practices involve mimicking legitimate human behaviour by infiltrating a user’s device or by
intentionally manipulating ad performance data.

Machine learning models enable the detection of patterns, anomalies and potential threats and can:

e analyse traffic patterns to detect unusual activity e.g. an unusually high number of clicks from
a single IP address or device;

e detect and block invalid traffic such as bots, clickfarms and malware;

e monitor ad campaigns and detect invalid traffic.

(iv) Dynamic creative optimisation (DCO)

DCO uses machine learning to enable the creative in ads to be personalised to specific viewers through
automated processes. This delivers more relevant ad experiences to users.

(v) Creative development

Machine learning and gen Al tools are available to assist in the process of creating an ad, including
design, marketing strategies and plans and tracking performance.

(vi) Recommendation systems

Recommendation systems use machine learning to process and rank data to make recommendations
to consumers. For example, music services, shopping sites and streaming services.

(vii)  Customer Support

Al powered chat bots can use machine learning and generative Al to provide real time customer
support, answer frequently asked questions and engage with consumers. These are in common use
across online platforms, including on websites for government services, insurance services, airlines,
healthcare products and services.

7 https://iabaustralia.com.au/research-and-resources/audience-measurement-and-industry-ratings/



4.2 Application of existing technology neutral laws

IAB supports the Commission’s recommendations that existing legal foundations should underpin the
use of Al in relation to digital advertising.

Much of the regulation that applies to advertising is made up of technology neutral laws that were
intended to capture harms regardless of the technologies involved.

IAB considers that, in some cases, existing laws may be sufficient to address the risks from Al
technologies in digital advertising. Such laws include the Australian Consumer Law, the Privacy Act
and numerous other laws and self regulatory codes that address particular goods or services that are
advertised digitally, such as investment products and therapeutic goods.

Existing regulations that apply content rules to an advertisement will continue to apply, regardless of
the technologies used in the process of creating, delivering or placing that ad.®

In our view, existing laws should continue to be applied to Al technology where appropriate, in relation
to digital advertising.

4.3 A gap analysis should be performed before regulation is
supplemented or amended

IAB supports the Commission’s view that analysis of potential gaps in current regulation should come
first, to understand whether any risks created by Al in relation to digital advertising can be dealt with
under existing regulatory frameworks.

Where there are gaps, consideration should be given to the most appropriate way to address the
relevant risks. The focus should be on addressing cases which are insufficiently covered by existing
regulations, rather than low risk technologies already regulated under existing laws.

IAB supports the Commission’s view that, where gaps are identified, existing legislation should be
clarified or amended where possible.

8 Therapeutic Goods Advertising Code; Tobacco Advertising Prohibition Act; Interactive Gambling Act;
AANA Codes; ABAC Responsible Alcohol Marketing Code.



5. Data access for the purpose of digital advertising

IAB Recommendation 4. More flexible and lower cost regulatory pathways should be established
around data access for the purpose of digital advertising. A healthy digital advertising industry
creates jobs, supports content creation, provides free content and services for consumers, powers
innovation and supports small businesses.

5.1 The benefits of data access in digital advertising

IAB broadly agrees with the Commission’s finding that when individuals and businesses can access and
share data that relates to them, they can get more value from the products and services they use and
can access useful insights and advice to make better decisions.®

While focus is frequently placed on potential harm arising from data use, IAB welcomes the
Commission’s recognition of the huge benefits that access to data also provides for both businesses
and individuals. Ad-supported services are freely available to all Australians, increasing equity of
access to information as well as products and services, strengthening communities and social
networks, and promoting digital inclusion and innovation.

Consumers highly value this. According to PwC’s analysis, the average Australian consumer would be
willing to pay $544 annually to access currently free-ad-supported digital services and content. Most
critically, ad-supported online content and services are most important to lower-income consumers.
For consumers on annual incomes below $50,000, the value they attribute to content and services
that are currently free was roughly double that of consumers with annual incomes over $80,000.°

In order to continue providing these benefits, the digital advertising industry will need to be able to
rely on and use data.

9 Report, page 29.
10 pwC Report.



6. Digital advertising and privacy regulation

IAB Recommendation 5. IAB Australia supports an outcomes based approach to privacy but
cautions that any dual track approach must not impose an additional layer of regulation. The dual
tracks must be framed as discrete, alternative options to prevent the outcomes based option from
becoming an additional burden on regulated entities.

IAB Recommendation 6. Stakeholders should be consulted before the detail of an outcomes based
approach is determined. IAB Australia has some concerns regarding the Commission’s proposals.
In particular, it is unclear how a ‘best interests’ obligation would work and whether it would be
accompanied by legitimate interest exceptions. Further, any model where the outcomes based
approach operates only as a defence could lead to an unworkably complex regulatory process.

IAB Recommendation 7. Government should take a balanced approach rather than prioritising
privacy above all other considerations. IAB Australia cautions that any approach that involves the
prioritisation of privacy above all other considerations is unlikely to be the best approach,
particularly in lower risk situations. It could have a chilling effect on innovation and consumer
experience, potentially undermining free advertising supported business models.

IAB Recommendation 8. A right to erasure should not be implemented. At a minimum, if a right
to erasure is introduced, it should be subject to exemptions where it is not legally, operationally
or technically feasible and where requests may not be genuine or may lead to an abuse of process.

6.1 An outcomes based approach is preferable

IAB supports an outcomes based approach to privacy. It is vital that lawmakers set the right regulatory
parameters to ensure individuals’ privacy is protected and to ensure the smooth functioning and
development of all online interactions and activities — for individuals, business and the economy.

IAB shares the Commission’s concern that some elements of the Privacy Act focus too much on specific
controls (e.g. prescribing consent and notification procedures) rather than outcomes. IAB agrees with
the Commission that this ‘can contribute to excessive requlatory burden without improving outcomes

for individuals’ .**

Rather than improving outcomes for consumers, the existing emphasis on controls, like consent and
disclosure procedures, instead place the onus on the individual to manage and protect their own data.
Over reliance on controls can also lead to ‘consent fatigue’ when consumers simply tick boxes, without
their consent being informed or meaningful. IAB supports the Commission’s conclusion that over
reliance on specific controls ‘can undermine the safety and privacy of individuals and contribute to
“consent fatigue”’*?.

Overly restrictive obligations in relation to operational and low risk data practices, including data that
is not personal information, risks unnecessarily impeding business practices, which will in turn impact
the valuable content and services businesses are able to deliver to consumers.

1 Report, page 51.
12 |bid.



IAB considers that an outcomes based regulatory framework — where entities can choose the manner
in which they comply with specified outcomes — is more efficient, adaptable and future proof, as it is
agnostic about what processes and technologies are used to achieve desired outcomes.

6.2 Consumer expectations

IPSOS data shows that, while consumers want organisations to respect and protect their privacy,®?
they also expect organisations to provide quality products and services,** as well as good customer
experiences;'> they do not want to be served too many privacy notices, and they consider advertising
is the most supported model for commercial activities.® The 2023 OAIC Consumer Attitudes to Privacy
Survey found that most consumers prefer ads to be relevant to them.’

IAB’s strong view therefore is that a privacy law framework should not effectively prohibit or severely
restrict these activities where there is little risk of privacy harm occurring. Responsible targeted
marketing, which is reasonably expected and understood by individuals should be supported, not
unnecessarily restricted.

Indeed, ‘targeting’ based on segmentation of data that does not constitute personal information,
should not be regulated by the Privacy Act. General service customisation and personalisation,
including product recommendations, are largely beneficial to consumers and enable businesses to
create an advertising experience that is aligned with consumer expectations.

Protecting individuals from harms should not result in inhibiting responsible use of technological
innovations that ultimately have the potential to benefit the industry, consumers and society more
broadly.

6.3 A dual track approach

The Commission advocates an approach of creating a separate and parallel track (‘dual track’) for
compliance, based upon an organisation’s self assessment as to whether its actions are in the best
interests of individuals to whom the data relates.

The Report explains that an organisation could elect to follow either:

e the controls based, prescriptive, non-scalable, APP rules; or
e the organisation’s assessment of the best interests of affected individuals.

It is not clear from the Report how a test of best interests would operate, nor how it would compare
with the ‘fair and reasonable’ proposal in the tranche 2 reforms.18

IAB is supportive of moving away from a consent-centric approach. However, |IAB has concerns
regarding the proposed ‘best interests’ option:

e the practical operation of the test is unclear;
e the ‘best interests’ obligation could become an additional layer of regulation on businesses,
unless the dual track options are clearly framed as discrete, alternative options; and

13 Data Privacy, Consumer Perceptions of Data Privacy and the value of commercial exchange, October
2021, 7. Prepared by IPSOS for presentation to IAB Measure-up Conference.

14 1bid.

15 bid.

16 1bid.

172023 OAIC Community Attitudes to Privacy Survey

18 Attorney General’s Department - Privacy Act Review Report, page 120.
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e an outcomes based approach that operates only as a defence to non compliance with the
existing APPs is likely to prolong the regulatory process and increase associated costs. Parties
would need to determine whether a breach of the APPs had occurred, before turning to the
guestion of whether a defence could excuse the behaviour. This would result in lengthier,
more complex and more costly proceedings; and

e the scope of the test could create uncertainty for businesses. Certain business practices that
are low risk and within consumers’ expectations, for example data processing, should be
explicitly characterised as acceptable.

6.4 Legitimate interests or equivalent legal mechanism required

IAB’s primary concern in relation to introducing a best interests test is whether there would be
sufficient certainty for business. It is vital that uses which are essential for existing business operations
would not suddenly fall foul of this new test.

In our view, uses such as data processing, audience measurement and analytics, advertising and
content measurement, advertising integrity and security, market research to generate audience
insights, product improvement, frequency capping and innovation, should not be restricted or
considered contrary to the ‘best interests’ of consumers.

These uses should be explicitly recognised as acceptable, and the privacy regulatory framework should
not require businesses to provide additional notifications to consumers, seek additional consents or
make further assessments about best interests.

6.5 Erasure

IAB supports the Commission’s recommendation that a ‘right to erasure’ should not be introduced.

While an organisation can exercise best endeavours to delete the personal information that it holds
in relation to an individual, this is subject to practical limitations including:

e Operational or technical infeasibility — erasure may be technically difficult to achieve across
platforms and browsers, for example this might be the case where an individual has various
profiles or associated identifiers, or if one profile or identifier applies across all members of a
household, or when the information has been disclosed to a third party. Another operational
example is that an organisation may wish to keep a record to show that the deletion request
was actioned, or a complaint appropriately addressed.

e Legalrequirements and other business purposes —some material may be subject to conflicting
legal and other requirements, for example, a public broadcaster or Government body may be
required to preserve copies of material communicated pursuant to the Archives Act 1983.

e Abuses of process — there should also be an exemption to enable vexatious requests to be
appropriately managed.

To the extent that a right to erasure is introduced, it should include exemptions to cover the above
circumstances.

11



7. Cost benefit analysis

IAB Recommendation 9. Government should conduct a thorough cost benefit analysis before
implementing reforms to privacy regulation. The Report appears to assume that an outcomes
based solution will be more cost effective. This is by no means inevitable but will depend on the
detail of the proposed framework. Compliance with any proposed privacy solution must be
properly costed before it is finalised.

Any proposed reforms to privacy must be accompanied by a detailed cost benefit analysis, to assess
the cost of compliance on industry.

IAB appreciates the Commission’s intention of reducing the regulatory burden and creating a more
efficient and effective privacy regime. However, precise cost assessments must be undertaken in
conjunction with industry, in order to achieve a workable and productive solution.

IAB would be pleased to provide information regarding the cost to industry of specific privacy reform
proposals.

8. Conclusion

IAB Australia thanks the Productivity Commission for the opportunity to make this submission.

Our members strongly support fit for purpose privacy laws that empower consumers, protect their
data from misuse and support productivity, particularly in the digital economy.

IAB would appreciate the opportunity to continue engaging with the Commission and Government,
particularly in relation to:

e the impacts of proposed regulation on innovation, sustainability and growth;

e consultation and industry engagement on any draft reform proposals, legislation and
guidance;

e the timing and sequencing of regulatory activity and decisions to support continuity of
business operations;

e assistance with compliance;

e coordination with other regulatory authorities (DP-Reg) that oversee intersecting areas of
policy.

We look forward to working with the Commission and Government to ensure the right balance
between privacy settings and a productive digital economy.

12



